NCA-230726-04

Advisory on WordPress Core Interpretation
Conflict Vulnerability (CVE-2026-63030)

Ove rVieW CVE-2026-63030 is a critical vulnerability in WordPress Core. It stems from an
interpretation conflict in the way WordPress validates and executes BREST API
batch requests, causing a mismatch between how a request is checked and how
it is ultimately run. On its own the flaw is limited, but when chained with a separate
SQL injection vulnerability (CVE-2026-60137), it allows an attacker with no
account and no user interaction to take complete control of a vulnerable website.
The combined chain is publicly tracked as "wp2shell” and is being actively
exploited in the wild.

When exploited together with CVE-2026-60137, an attacker may be able to:

Affected
Products

Execute arbitrary code remotely, without authentication.

Create new administrator accounts or elevate existing privileges.
Install web shells or malware.

Steal sensitive information, including user credentials and databases.
Fully compromise the WordPress site.

WordPress Core from 6.9.0 before 6.9.5
WordPress Core from 7.0.0 before 7.0.2
WordPress 6.8.0 - 6.8.5 is affected by the related SQL injection issue only

Preventive Update WordPress immediately to a patched version:

Measures

6.9.5 or later (6.9 branch)

70.2 or later (7.0 branch)

6.8.6 or later (6.8 branch - address the related SQL injection issue)
After updating, confirm the patch has applied.

Review affected sites for signs of compromise such as unfamiliar
administrator accounts, unexpected files, or unknown plugins.
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For further enquiries, please
contact CERRT.NG through
the following channels;

https://nvd.nist.gov/vuln/detail/CVE-2026-63030
https://wordpress.org/news/2026/07/wordpress-7-0-2-release/
https://thehackernews.com/2026/07/new-wp2shell-wordpress-c
ore-flaw-lets.html
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